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POLICY:

For purposes of this policy, Pennsylvania Hospital includes all off campus licensed facilities,
including but not limited to the Surgery Center of Pennsylvania Hospital.

Patients have the right to request access to, inspect, and obtain a copy of their protected health
information (PHI) that Pennsylvania Hospital maintains in a designated record set. It is the
policy of Pennsylvania Hospital to recognize that right in accordance with HIPAA privacy
regulations, and applicable law.

PURPOSE:

The purpose of this policy is to define the process for receiving, and processing requests for
access to, inspection, and copying of PHI.

SCOPE:
This policy applies to all patient requests for access to, inspection, and copying of PHI.
IMPLEMENTATION:

The responsibility for implementation of this policy rests with all members of Pennsylvania
Hospital's workforce who receive patient requests for access to, inspection, and copying of PHI.

DEFINITIONS:

Protected health information (PHI) is information that is created or received by UPHS and the
School of Medicine; and relates to the past, present, or future physical or mental health or
condition of a patient; the provision of health care to a patient; or the past, present, or future
payment for the provision of health care to a patient; and that identifies the patient or for which
there is a reasonable basis to believe the information can be used to identify the patient. PHI
includes information of persons living or deceased. The following components of a patient's
information also are considered PHI: a) names; b) street address, city, county, precinct, zip
code; c) dates directly related to a patient, including birth date, admission date, discharge date,
and date of death; d) telephone numbers, fax numbers, and electronic mail addresses; e) Social
Security numbers; f) medical record numbers; g) health plan beneficiary numbers; h) account
numbers; i) certificate/license numbers; j) vehicle identifiers and serial numbers, including
license plate numbers; k) device identifiers and serial numbers; ) Web Universal Resource
Locators (URLs); m) biometric identifiers, including finger and voice prints; n) full face
photographic images and any comparable images; and o) any other unique identifying number,
characteristic, or code.


http://uphsxnet.uphs.upenn.edu/pahhome/hipaa/forms/HIP01frm.pdf
http://uphsxnet.uphs.upenn.edu/pahhome/hipaa/forms/HIP01frm.pdf
http://uphsxnet.uphs.upenn.edu/pahhome/hipaa/forms/HIP01frm.pdf
http://uphsxnet.uphs.upenn.edu/pahhome/hipaa/forms/HIP01frm.pdf
http://uphsxnet.uphs.upenn.edu/pahhome/hipaa/forms/HIP012frm.pdf
http://uphsxnet.uphs.upenn.edu/pahhome/hipaa/forms/HIP012frm.pdf

Pennsylvania Hospital Page 2

& Surgery Center
Effective: 0408

ADMINISTRATIVE POLICY MANUAL

SUBJECT: PATIENT'S RIGHT TO ACCESS, INSPECT
OR COPY HIS/HER PROTECTED HEALTH
INFORMATION (PHI)

POLICY NUMBER: HIP1

A designated record set is a group of records maintained by or for UPHS and the School of
Medicine that is: a) the medical records and billing records about individuals; or b) used, in
whole or in part, by or for UPHS and the School of Medicine to make decisions about
individuals.

Psychotherapy notes means notes recorded (in any medium) by a health care provider who is a
mental health professional documenting or analyzing the contents of conversation during a
private counseling session or a group, joint, or family counseling session and that are separated
from the rest of the individual’s medical record. Psychotherapy notes excludes medication
prescription and monitoring, counseling session start and stop times, the modalities and
frequencies of treatment furnished, results of clinical tests, and any summary of the following
items: diagnosis, functional status, the treatment plan, symptoms, prognosis, and progress to
date.

PROCEDURE:

REQUESTS FOR VIEWING ACCESS, OR INSPECTION OF MEDICAL RECORDS DURING A
PATIENT ENCOUNTER

1. A patient, or a designee appropriately authorized by the patient, who wishes to see his/her
medical record during a patient encounter (this includes in-house patients, and patients during a
clinical office visit) must request “viewing access” to the medical record. Access may be denied
only as outlined below (see Reviewable Denials and Unreviewable Denials). The patient, or a
designee appropriately authorized by the patient, may view the record only while a physician or
his/her designee is in attendance. The request for viewing access, the approval of the request
by the physician, the date and time of the review, and the name of the physician or designee
participating in the review will be documented in the medical record. This documentation will be
signed by the physician or designee, and the patient or designee appropriately authorized by
the patient. It is the intent of the Pennsylvania Hospital to resolve questionable cases in favor of
patient access.

2. If viewing access during a patient encounter is denied then all of the steps outlined below
must be followed.

REQUESTS FOR ACCESS, INSPECTION, OR COPYING OF PHI FOLLOWING
DISCHARGE, OR DURING A NON-CLINICAL OUTPATIENT ENCOUNTER

A patient wishing to access, inspect, or obtain a copy of his or her PHI should be provided with
the Patient Request for Access, Inspection or Copying of PHI Form to fill out and return to the
appropriate custodian of records. This form will be added to the patient's medical record.
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PROCESSING REQUESTS

The custodian of records must grant the request unless a denial is warranted based on the
following:

1. Reviewable denials

A. If the reason for the denial is that a licensed healthcare professional has determined, in the
exercise of professional judgment, that:
i) the request is reasonably likely to endanger the life or physical safety of the patient or
another person;
i) the information to which access was requested makes reference to another person
(other than a healthcare provider) and is reasonably likely to cause substantial harm to
such person; or
iii) the request for access is made by the patient’s personal representative and is
reasonably likely to cause substantial harm to the patient or another person,

then the patient has the right to have the denial reviewed by a licensed healthcare professional
designated by Pennsylvania Hospital — who did not participate in the original decision.

B. Denials based on the above criteria are reviewable upon request. If the patient requests a
review, the Chief Medical Officer or his/her designee must promptly review the decision and
make a determination within a reasonable period of time. The custodian of records at
Pennsylvania Hospital must then inform the patient promptly of the decision.

2. Unreviewable Denials

Patients will not be provided an opportunity to challenge denials if:
a) the information requested is psychotherapy notes;
b) the information was compiled in reasonable anticipation of, or for use in, a civil,
criminal, or administrative action or proceeding;
¢) the information is subject to or exempt from the Clinical Laboratory Improvements
Amendments of 1988, as specified in the Privacy Rule;
d) Pennsylvania Hospital is acting under the direction of a correctional institution and
granting an inmate copy would jeopardize the health, safety, security, custody, or
rehabilitation of the individual or of other inmates, or the safety of any officer, employee,
or other person at the correctional institution or responsible for the transporting of the
inmate;
e) the information requested was created or obtained in the course of research that
includes treatment, and the patient has previously agreed to the denial of access during
the course of the research (provided that the patient agreed to the denial of access
when consenting to participate in the research that includes treatment, and was
informed that the right of access will be reinstated upon completion of the research);
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f) the information was obtained from someone other than a healthcare provider under a
promise of confidentiality, and the copy requested would likely reveal the source.

3. If certain information is excluded, the patient must be provided with a copy of any requested
information other than the excluded information (in which case, such copy must be provided in
compliance with Sections 1 and 2 above).

4. If Pennsylvania Hospital denies the request, the record custodian must provide the patient
with a timely written denial, which states in plain language the basis for the denial, an
explanation of the patient's right to seek a review of the denial, and the procedures involved, a
statement of the patient's right to file a complaint with the entity or with the Secretary of HHS, a
description of the complaint procedures, and the name and telephone number of the record
custodian. This denial is added to the patient’'s medical record.

Granting a Request.

If the request is granted, Pennsylvania Hospital need only make available that PHI and those
records that are maintained in a designated record set.

Processing the Request.

1. If the information of which a copy is requested is maintained on site, Pennsylvania Hospital
must respond to a request for copy within 30 days of receipt of such request, by (i) providing the
copy requested, (ii) providing the patient with a written denial of the request, or (iii) by providing
the patient with a written statement containing the reasons for the delay and the date on which
the information will be provided to the patient (which may be no more than 60 days from the
date of the patient's initial request).

2. If the information is maintained by Pennsylvania Hospital, but is not maintained on-site,
Pennsylvania Hospital must respond to a request for copy within 60 days by (i) providing the
copy requested, (ii) providing the patient with a written denial of the request or (iii) by providing
the patient with a written statement containing the reasons for the delay and the date on which
the information will be provided to the patient (which may be no more than 90 days from the
patient's initial request).

3. If Pennsylvania Hospital does not maintain the information but knows where the information
may be located, the patient must be informed of where she/he may locate the information.

Copying

If the request for copying is granted, Pennsylvania Hospital must:
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1. Provide requested copies of the information in the form requested, if the information is
readily producible in such form, or, if not, in a readable hard copy form or other form agreed to

by Pennsylvania Hospital and the requestor; and
2. Provide requested copies in a timely manner

State law

The laws of the state(s) in which Pennsylvania Hospital operates may have more
stringent requirements than those set forth in this policy. Pennsylvania Hospital will
comply with the most restrictive applicable law, statue, or regulation.

Fees

Pennsylvania Hospital may charge for retrieval/copying medical records in accordance
with the fee schedule established, if applicable, by the Commonwealth of Pennsylvania

or State of New Jersey.

/s/Kathleen Kinslow 05/05/08

Kathleen Kinslow, CRNA, EdD, MBA DATE
Executive Director

Disclaimer: Any printed copy of this policy is only as current as of the date it was printed; it may not reflect subsequent revisions. Refer

to the on-line version for most current policy.
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