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01. Open the Penn Medicine VPN Client on your PC
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02. Click “Connect”
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03. Enter your UPHS Credentials
04. Click “Logon”
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05. Authenticate again using your preferred method
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Establish a connection and automatically reconnect if your connection is dropped. Use the
'Disconnect’ button to close your connection and disconnect.
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06. After a few moments, your status should show as “Connected”
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Troubleshooting

If you are experiencing VPN issues, you will most likely be placing a call to the Service Desk.

Here are the ways of looking at the VPN Client to obtain common troubleshooting information.

VPN Status and Server
1. Open the Penn Medicine VPN Client
2. Note “Status” and “Server”
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Close a connection and disconnect.
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IP Address
1. Open the Penn Medicine VPN Client
2. Click “View Details”
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Establish a connection and automatically reconnect if your connection is dropped. Use the
'Disconnect’ button to close your connection and disconnect.
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3. Note the “Client IPv4 Address”

S Details. X

Connection Details |5'ﬁtistics I Motifications | Routing Table | IP Configuration | Miscellanaous |

Connection Proxy Address
Status: Connected HTTPS Proxy Mone
Server: wpn.uphs.upenn.edu (UPHS VPN)
Tunnel Details Troubleshooting
| Client IPv4 address: 10.168.0,123| (0 Standard logging
Client IPv6 address: @ Extended logging
ProtocolPort: TCP/443
Protocol Version: TLSv1. 2 {2043-hit)
Key Exchange Algorithm: ESDH {1024-bit)
Cipher Algorithm: AES (256-bit) ’ Diagnostics Repart. .. ]
Hash Algarithm: Unknown (D-bit)
Compression: GZIP ’ View Logs... ] [ Metwork Diagnostics. .. l
Idle Session Timeout: 00:04:43

Idle: 00:00:08




